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DETAILED ACTION 

1 . Claims 1-23 have been examined. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

3. Claims 1- are rejected under 35 U.S.C. 102(e) as being anticipated by Redlich 
et al. (US 2002/0091734), hereafter Redlich. 

Regarding claim 1, 2, 7-9, 17, 18 and 21-23, Redlich discloses a method 
comprising: 

receiving a request (120) for a document (para. 0078, lines 2-4); 

identifying a source of the request (identifying user; para. 0086, lines 21-25); 

determining an authorization level (security clearance level) associated with the 
source of the request (para. 0078, lines 4-1 3); 

determining an authorization level (security clearance level) required to view the 
requested document (para. 0078, lines 4-13); 
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if the source of the request is authorized to receive the requested document, 
transmitting the requested document to the source of the request (full document 
transmitted from server upon validation of proper security clearance; para. 0067; para. 
0078; para. 0084; para. 0087, lines 7-10); and 

if the source of the request is not authorized to receive the requested document, 
redacting unauthorized portions of the requested document and transmitting the 
redacted version of the requested document to the source of the request (partial 
document transmitted where security clearance not sufficient for full document access; 
para. 0078 and para. 0087). 

Regarding claim 2, Redlich teaches all the limitations of claim 1 , and further 
teaches that determining an authorization level required to view the requested 
document includes determining a plurality of required authorization levels, wherein each 
required authorization level is associated with a different portion of the requested 
document (multiple security clearances for different portions of the requested document; 
para. 0087). 

Regarding claim 7, Redlich teaches all the limitations of claim 1, and further 
teaches that identifying a source of the request includes identifying a user ID associated 
with the source of the request (para. 0086, lines 21-25). 

Regarding claim 8, Redlich teaches all the limitations of claim 1 , and further 
teaches that determining an authorization level required to view the requested 
document includes determining an authorization level required to view the complete 
requested document (para. 0087). 
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Regarding claim 9, Redlich teaches all the limitations of claim 1, and further 
teaches that determining an authorization level required to view the requested 
document includes determining an authorization level required to view at least a portion 
of the requested document (para. 0087). 

Regarding claims 17, 18 and 21-23, this is a computer-readable-media version 
of the method claimed above (claims 1 , 2 and 7-9, respectively). For the reasons 
applied above, such claims also are anticipated. 

Claim Rejections - 35 (JSC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3, 5, 6 and 19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Redlich. 

Regarding claim 3, Redlich teaches all the limitations of claim 1, and further 
teaches that redacting unauthorized portions involves reconstructing portions of a 
document from storage that constitute less than its whole (para. 0087). But Redlich 
does not explicitly explain that redacting unauthorized portions of the requested 
document includes deleting the unauthorized portions of the requested document. 

However, the Examiner takes official notice that one of ordinary skill in the art 
would recognize that reconstructing a document where unauthorized portions of the 
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original are omitted serves the same function as first reconstructing the whole document 
and then removing the unauthorized portions. Therefore, it would have been obvious to 
one of ordinary skill in the art at the time of the invention to delete the unauthorized 
portions of the requested document for the motivation of providing a redacted version of 
the document. 

Regarding claim 5, Redlich teaches all the limitations of claim 1 , and further 
teaches that the requested document includes an image (document contains images; 
para 0072). 

But Redlich does not explicitly explain that the image has an associated required 
authorization level. However, Redlich teaches that a document has multiple 
authorization levels (security clearance levels) associated with different partial 
reconstructions of a document (para 0087). The Examiner takes official notice that one 
of ordinary skill would recognize that an image has an associated required authorization 
level where a first partial reconstruction is differentiated from a second partial 
reconstruction by a single authorization level and that the only difference between the 
two partial reconstructions is the presence of the image. Therefore, it would have been 
obvious to one of ordinary skill in the art at the time of the invention to provide that the 
image has an associated required authorization level for the motivation of providing 
partial reconstructions of a document that are highly granular. 

Regarding claim 6, Redlich teaches all the limitations of claim 1 , and further 
teaches that the requested document includes an audio file (document contains sound 
bites and video files; para 0072). 
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But Redlich does not explicitly explain that the audio file has an associated 
required authorization level. However, Redlich teaches that a document has multiple 
authorization levels (security clearance levels) associated with different partial 
reconstructions of a document (para 0087). The Examiner takes official notice that one 
of ordinary skill would recognize that an audio file has an associated required 
authorization level where a first partial reconstruction is differentiated from a second 
partial reconstruction by a single authorization level and that the only difference 
between the two partial reconstructions is the presence of the audio file. Therefore, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
provide that the audio file has an associated required authorization level for the 
motivation of providing partial reconstructions of a document that are highly granular. 

Regarding claim 19, this is a computer-readable-media version of the method 
claimed above (claim 3). For the reasons applied above, such a claims also would have 
been obvious. 

6. Claims 4, 10-16 and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Redlich in view of Schneck et al. (US 5,933,498), hereafter Schneck. 

Regarding claim 4, Redlich teaches all the limitations of claim 1, but Redlich 
does not explicitly explain that redacting unauthorized portions of the requested 
document includes visually blurring the unauthorized portions of the requested 
document. 
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However, Schneck teaches a method of securely distributing legal documents 
wherein redacting unauthorized portions of the requested document includes visually 
blurring the unauthorized portions of the requested document for the purpose of limiting 
access of unauthorized users to the non-redacted portions of the document while still 
indicating the placement where which such portions exist in the document (blacking out 
all redacted words; col. 33, lines 51-59). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify the method of Redlich with the teaching of Schneck to 
provide that redacting unauthorized portions of the requested document includes 
visually blurring the unauthorized portions of the requested document. One would be 
motivated to do so to limit access of unauthorized users to the non-redacted portions of 
the document, particularly where the requested document is a legal document or where 
it is otherwise useful to illustrate to the user where such unauthorized portions exist in 
the document. 

Regarding claim 10, Redlich discloses a method comprising: 

determining an authorization level (security clearance level) required to view the 
requested document (para. 0078, lines 4-13); 

determining an authorization level (security clearance level) associated a current 
user (para. 0078, lines 4-13); 

if the current user is authorized to receive the requested document, displaying 
the document (full document reconstructed upon validation of proper security clearance; 
para. 0078; para. 0087, lines 7-10); and 
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if the current user is not authorized to receive the requested document, redacting 
unauthorized portions of the requested document and transmitting the redacted version 
of the requested document to the source of the request (partial document reconstructed 
where security clearance not sufficient for full document access; para. 0078 and para. 
0087). . 

But Redlich does not explicitly explain receiving a document (that is, prior to 
reconstruction/redaction). 

However, Schneck teaches receiving a document (packaged data 108) as a step 
prior to redaction of the document for the purpose of facilitating access to the entire 
document or portions of the document at any time thereafter, according to a set of 
access rules (116), without having to retransmit the document to the user (Fig. 5; col. 9, 
lines 46-59). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify the method of Redlich with the teaching of Schneck to 
provide for receiving a document. One would be motivated to do so in order to facilitate 
subsequent access to the entire document or portions of the document at any time 
thereafter without having to retransmit the document to the user. 

Regarding claim 11, the modified method of Redlich and Scnheck is relied upon 
as applied to claim 10, and Redlich and Scnheck further teach that determining an 
authorization level required to view the requested document includes determining a 
plurality of required authorization levels, wherein each required authorization level is 
associated with a different portion of the requested document (multiple security 
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clearances for different portions of the requested document; para. 0087). Therefore, for 
the reasons applied above, such a claim also would have been obvious. 

Regarding claim 12, the modified method of Redlich and Scnheck is relied upon 
as applied to claim 10, and Redlich and Scnheck further teach that redacting 
unauthorized portions involves reconstructing portions of a document from storage that 
constitute less than its whole (Redlich: para. 0087). But Redlich and Scnheck do not 
explicitly explain that redacting unauthorized portions of the requested document 
includes deleting the unauthorized portions of the requested document. 

However, the Examiner takes official notice that one of ordinary skill in the art 
would recognize that reconstructing a document where unauthorized portions of the 
original are omitted serves the same function as first reconstructing the whole document 
and then removing the unauthorized portions. Therefore, it would have been obvious to 
one of ordinary skill in the art at the time of the invention to delete the unauthorized 
portions of the requested document for the motivation of providing a redacted version of 
the document. 

Regarding claim 13, the modified method of Redlich and Scnheck is relied upon 
as applied to claim 10, but Redlich and Scnheck do not explicitly explain that redacting 
unauthorized portions of the requested document includes visually blurring the 
unauthorized portions of the requested document. 

However, Schneck teaches a method of securely distributing legal documents 
wherein redacting unauthorized portions of the requested document includes visually 
blurring the unauthorized portions of the requested document for the purpose of limiting 
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access of unauthorized users to the non-redacted portions of the document while still 
indicating the placement where which such portions exist in the document (blacking out 
all redacted words; col. 33, lines 51-59). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify the modified method of Redlich and Schneck with the 
further teaching of Schneck to provide that redacting unauthorized portions of the 
requested document includes visually blurring the unauthorized portions of the 
requested document. One would be motivated to do so to limit access of unauthorized 
users to the non-redacted portions of the document, particularly where the requested 
document is a legal document or where it is otherwise useful to illustrate to the user 
where such unauthorized portions exist in the document. 

Regarding claim 14, the modified method of Redlich and Scnheck is relied upon 
as applied to claim 10, and Redlich and Scnheck further teach that the requested 
document includes an image (document contains images; para 0072). 

But Redlich and Scnheck do not explicitly explain that the image has an 
associated required authorization level. However, Redlich and Scnheck teach that a 
document has multiple authorization levels (security clearance levels) associated with 
different partial reconstructions of a document (Redlich: para 0087). The Examiner 
takes official notice that one of ordinary skill would recognize that an image has an 
associated required authorization level where a first partial reconstruction is 
differentiated from a second partial reconstruction by a single authorization level and 
that the only difference between the two partial reconstructions is the presence of the 
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image. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to provide that the image has an associated required authorization 
level for the motivation of providing partial reconstructions of a document that are highly 
granular. 

Regarding claim 15, the modified method of Redlich and Scnheck is relied upon 
as applied to claim 10, and Redlich and Scnheck further teach displaying the image if 
the current user is authorized to view the image (Redlich: para. 0087). Therefore, for 
the reasons applied above, such a claim also would have been obvious. 

Regarding claim 16, the modified method of Redlich and Scnheck is relied upon 
as applied to claim 10, and Redlich and Scnheck further teach redacting the image if the 
current user is not authorized to view the image (Redlich: para. 0087). Therefore, for 
the reasons applied above, such a claim also would have been obvious. 

Regarding claim 20, this is a computer-readable-media version of the method 
claimed above (claim 4). For the reasons applied above, such a claims also would have 
been obvious. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Anderson et al. (US 5,701,342) discloses a method for complex document 
security. 
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Humes (US 5,996,011) discloses a method for filtering content wherein 
unauthorized portions are deleted. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to John Elmore whose telephone number is 571-272-4224. 
The examiner can normally be reached on M 10-8, T-Th 9-7. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on 571-272-3838. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



David Y Jung 
Primary Examiner 




